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I. Introduction

The Colorado Health Observation Regional Data Service (CHORDS) began in 2011. It is a regional collaborative
partnership among Colorado health providers, public health departments, the Colorado Regional Health
Information Organization (CORHIO), and the University of Colorado Anschutz Medical Campus to share health
data. CHORDS collects, analyzes and presents data from participating data partners to monitor population
health, target areas for intervention, and conduct research and evaluation activities.

CHORDS uses a distributed data approach in which data partners maintain control over their electronic data
stored in virtual data warehouses (VDWSs). CHORDS will aggregate data across data partners, not revealing the
source institution. Individual, record-level data may be provided with the appropriate approvals in place,
including approval by participating data partners as well as relevant committees.

CHORDS is committed to privacy and believes that the protection of privacy, confidentiality, and data security
is essential to the existence and success of public health monitoring and research. All data are securely
exchanged through a web-based, password protected portal accessible only by approved users. The CHORDS
database (CHORDS VDW) meets the Health Insurance Portability and Accountability Act (HIPAA) definition of a
limited data set. All CHORDS public health queries are executed to remove protected health information (PHI)
before information is shared and adhere to privacy-preserving guidelines. Data partners and data users are
responsible for proper stewardship of CHORDS data in their possession.

This document establishes governance policies and guidelines based on the guiding principles of good will,
trust and appropriate stewardship of data among all participating Network partners. It addresses activities,
duties and expectations regarding data curation, query processing, permitted data uses, participating partners’
rights and responsibilities and other topics. This document identifies a governing structure to implement
guidelines, oversee CHORDS' development, operationalize changes and engage stakeholders.

This governance plan will align policies, guidelines and processes for public health monitoring, evaluation and
research activities to reduce costs of parallel structures and operations, reuse knowledge and support a
learning health system.

These policies and guidelines are flexible. They will be revised as needed to meet changing circumstances and
reviewed at least annually. When necessary for specific research activities, supplemental materials will be
developed and stored with CHORDS documentation pertaining to the applicable research project. Only when a
given artifact is useful for Network operations will it be included as an Appendix to the Governance Plan.
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A. Guiding Principles
CHORDS is committed to public health surveillance and research that improves the health of Coloradans.

CHORDS is a collaborative project that relies on the good will and trust of participating Network partners.
Essential to this trust is appropriate stewardship of private and confidential health information.

Each partner respects and honors the autonomy of their site and others and recognizes the benefits and
responsibilities of using this information to serve public health and research.

The following principles reflect the core values that guide the governance process and are reflected in the
governance plan.

I. The Governance Committee will:

e Establish, document and conduct transparent decision-making processes.

¢ Facilitate high-quality monitoring, evaluation, research and health improvement activities.

e Identify and address new governance issues as necessary.

e Review, revise and approve governance policies on an annual basis or more frequently as needed.

I1. Data Partners will:

e Retain autonomy in sharing their data.

e Provide efficient stewardship of site and network data by leveraging resources.

e Engender collaboration and leadership within CHORDS.

e Strengthen and ensure compliance with site-specific, local, state and federal policies and
regulations.

ITI. Technical Partners will:

e Comply with data sharing agreements they maintain with data partners

e Provide efficient stewardship of site and network data by leveraging limited and existing resources.

¢ Engender collaboration and leadership within CHORDS.

e Strengthen and ensure compliance with site-specific, local, state and federal policies and
regulations.

IV. Data Users will:

e Adhere to responsibilities for data access and use.

¢ Use data to enhance evidence-based, integrated health care and public health practice.

e Foster innovative research and monitoring methods to address and improve health.

e Assess population measures and discover generalizable knowledge for the public domain.

e Encompass diverse perspectives: person-centered, population-based, provider and health delivery
systems.

e Maintain participating data partner confidentiality by never attributing data to a site nor comparing
data from one partner site with data from another unless authorized by data partners to do so.
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e Rapidly disseminate findings into the public domain.

e Be vigilant in protecting individuals’ confidentiality and privacy.

e Engage stakeholders regarding data, findings and population metric decision-making.
e Provide aggregate data and public recognition to data partners when requested.

B. Scope

CHORDS was initially established by partner organizations affiliated with the Colorado Clinical and Translational
Science Institute (CCTSI). It has grown and developed using funding from several federal, state and
foundation public health surveillance and implementation grants and contracts.

In 2015, the Colorado Health Foundation awarded the Colorado Health Institute (CHI) a two-year, $1.9 million
grant to support activities including updating CHORDS technology, expanding CHORDS data partners and
users, developing a formal governance structure and establishing a sustainability plan so CHORDS can
continue to develop in the future. The Colorado Health Foundation provided an additional two years of funding
in 2018 to continue developing the CHORDS Network and support its transition to CORHIO. CHI serves as the
convener for the CHORDS Network (see figure below).

CHORDS is currently supporting public health activities in the Front Range region of Colorado. Initial priority
areas of focus for public health include cardiovascular disease, diabetes mellitus, mental health, obesity, and
tobacco use. CHORDS began in the Metro Denver region and has expanded to include data partners and local
public health agencies in northern Colorado.

CHORDS can also support research (e.g., observational, clinical, or health services studies) across multiple
institutions through a variety of supportive services. These services include efficient execution of data sharing
agreements, privacy preserving record linkage, data management across multiple sites (including aggregation,
merging, and cleaning), and data partner engagement.

CHORDS is committed to student education at numerous degree levels. The Network is exploring options for
supporting appropriate student projects that balance available time and resources and meet the sustainability
mission.

Specific aims for CHORDS include:
e Advance trustworthy, efficient, responsive and regulation-compliant data sharing in support of
collaborative, regional public health initiatives and research, across diverse populations.
e Expand network scale and utility toward an array of public health and research activities.
e Engage a broader community of stakeholders to maximize overall utility.
e Develop a community-engaged, sustainability plan.

CHORDS Network (see Appendix A.)

II. Organizational Structure

CHORDS governance consists of a Governance Committee and Executive Committee, Participants, an Advisory
Council for Research, and Work Groups. Participation in these bodies is voluntary. These bodies and the
organizational structure may evolve as the Network identifies a sustainable home for CHORDS.

CHORDS is not a legal entity; therefore, each organizational partner within the Network must first adhere to
the policies and procedures of that organization as well as CHORDS data sharing agreements. The Colorado
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Health Institute convenes the CHORDS Governance and Executive Committees, facilitates execution of data
sharing agreements, and serves as fiscal agent for the Network.

While the CHORDS infrastructure, including PopMedNet (PMN), is housed at CORHIO, the Network is governed
by the guidelines and principles articulated in this document.

A. Governance Committee
The Governance Committee has overall responsibility for CHORDS, providing leadership and accountability in
the following areas:

e Strategic direction;

e Financial coordination and sustainability, including guiding and overseeing grant applications and
budgets, and identifying new resources;

e Initiatives and projects, including research;

e Recruiting new data partners; and

e Formalizing relationships among data partners, including executing data agreements.

The Governance Committee consists of data partners, data users and key stakeholders including community
members and technology partners. All data partners and data users will be invited to designate one
Governance Committee member. Members with multiple roles in CHORDS may represent only one role while
serving on the Governance Committee.

The Governance Committee will designate up to five Members to serve on the CHORDS Executive Committee.

B. Executive Committee

The Executive Committee represents the CHORDS Network among external stakeholders and identifies growth
opportunities for Governance Committee consideration. The Executive Committee is also charged with guiding
and informing the Governance Committee’s strategic direction and preparing items for its consideration and
review. The Governance Committee may charge the Executive Committee with decision-making authority in
certain circumstances to allow the Network to be more nimble and efficient and reduce response time for time-
sensitive issues.

The five-member Executive Committee provides balanced representation of CHORDS data partners, data
users, and stakeholders.

The Executive Committee will make recommendations to the Governance Committee regarding activities and
responsibilities tasked to the Advisory Council or Work Groups.

C. Participants
1. Data partners
CHORDS includes health and community data partners.

Health data partners: organizations that provide health care or mental health services and make
electronic medical record data available for distributed queries. Typically health data partners are
covered entities under HIPAA. Health data partners may build and maintain a virtual data warehouse
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or a connection to PopMedNet. Health care data partners may include hospitals, health systems,
Federally Qualified Health Centers, Community Mental Health Centers, and other clinics.

Community data partners: organizations that make data available for distributed queries. Community
data partners may build and maintain a virtual data warehouse or a connection to PopMedNet.
Community data partners may include public entities (federal, state or local) and non-profit
organizations, among others.

A current list of data partners is available on the CHORDS website.

2. Technical Partners

Technical Partners are organizations that provide services to catalog, curate, manage or improve data
from data partners. Technical Partners include the Colorado Department of Public Health and
Environment (CDPHE), for geocoding of health observation data; the Colorado Community Managed
Care Network, which serves as an intermediary managing data for Community Health Centers; the
Adult and Child Consortium for Health Outcomes Research and Delivery Science (ACCORDS) which
leads CHORDS development activities; and CORHIO which houses CHORDS' infrastructure and provides
identity management services.

3. Data users

Data users request partner data for public health monitoring and evaluation, as well as for research
studies. Data users must have legal agreements with data partners (Appendix B or I.) and complete
the CHORDS User Access form (Appendix C) if they will be submitting requests directly through the
CHORDS portal. Current data users are described below.

a. Public health agencies
State and local public health agency officials use CHORDS to monitor population health,
target and evaluate interventions and collaborate with communities to support health. Public
health data users participate in a CHORDS Data Users Community of Practice, convened by
the CHORDS Project Manager for Public Health (PMPH), to discuss public health uses for
CHORDS data.

b. Researchers
Researchers, including students, from a variety of fields such as medicine, public health,
behavioral health, pharmacy, sociology and anthropology may seek permission to use
CHORDS data to answer clinical and health services research questions. The use of data for
research purposes will require vetting of ideas, different legal, regulatory and institutional
review agreements than data used for public health activities.

The Governance Committee may further expand the types of users in the future.

CHORDS engages community partners in several ways. Public health data users work with community
organizations and residents within their respective jurisdictions to identify the most important questions
to be addressing through CHORDS. Through the Data Users Community of Practice, public health users
also identify priorities for future uses as well as recommend opportunities for further dissemination.


http://www.chordsnetwork.org/
https://www.coloradohealthinstitute.org/sites/default/files/file_attachments/CHORDS_Data_Use_Agreement_Template_Appendix_B.pdf
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The Network also seeks direct feedback from community members about the products being developed
using CHORDS data as well as priorities for future uses. Network participants, led by members of the
Data User Community of Practice, will engage with at least one community group annually, or more
frequently if needed, to solicit feedback on recent maps and adapters, processes for community
members accessing CHORDS information, and discuss how CHORDS can inform community activities.
These groups may include local health alliances and community advisory panels.

D. Advisory Council - Research

The Advisory Council — Research (Research Council) includes representatives from the University of
Colorado Anschutz Medical Campus, funders, data partners and community-based research
organizations. The Research Council reviews research project proposals to assess fit and feasibility and
makes recommendations to the Governance Committee regarding project approval. The Research
Council monitors all phases of ongoing research projects from grant applications to manuscript
preparation. The Research Council is also a forum to discuss the direction of the CHORDS research
agenda as well as CHORDS developments across the network and their potential impact on CHORDS'
research activities. The Council meets as needed to review and discuss research requests, but at least
twice a year.

E. Work Groups

Three Work Groups made up of CHORDS data partners and data users address operational issues. The
Governance Committee may decide to create additional Work Groups at any time as needed. Work
Groups are convened and staffed by a Network member. Work Groups will meet at least quarterly.

1. Data Work Group
The Data Work Group is responsible for identifying requirements and standards for data
curation, exchange and use. The Data Work Group will also develop quality assurance (QA)
activities for the Network. The Data Work Group oversees the process for defining the data
model, proposing modifications including new tables and variables or changes to existing ones
and scheduling their implementation. This group also plans query interface changes; and is
responsible for activities related to data definition and harmonization, and data QA. These
activities may require use of confidential data not for public release. The Data Work Group may
convene a Community of Practice among data partners around specific data related needs.

2. Network Operations Work Group
The Network Operations Work Group is responsible for day-to-day oversight of CHORDS
operations, including installing, testing, maintaining and developing CHORDS data sharing
software. The group advises the Governance Committee on the pros and cons of software
upgrades when needed. This group is also responsible for implementing all network access and
security privileges for data partners and data users, including scheduling of technical activities
and identifying necessary resources; and prompt reporting of any data privacy or security
incident to the Governance Committee, affected organizations, and appropriate regulatory
authorities.

3. Project Development Work Group
The Project Development Work Group is responsible for fostering high-quality monitoring,
evaluation, and quality improvement activities through CHORDS. This may include assisting

7



®

CHORDS

users in crafting their questions, assessing project feasibility and advising the Governance or
Executive Committees on prioritizing opportunities to demonstrate the value of the CHORDS
Network. The Project Development Work Group develops and reviews new and existing projects
and advises on public health uses; and manages a spectrum of project planning and timelines.
It will work with existing data users and engage new ones. The Project Development Work
Group may convene a Community of Practice among data users around specific projects and
opportunities. As the need arises, separate subgroups may be convened for public health users
and researchers.

Work Group and the Research Council charters are in Appendix D.

II1. Decision-Making Strategies and Policies

A. CHORDS Network
Members of the Governance Committee are responsible for decisions that impact the CHORDS Network.
Recommendations to the Governance Committee may come from the Research Council, Work Groups,
and/or partners. The Governance Committee recognizes that each organizational partner is bound by the
policies and procedures of that organization, as well as CHORDS data sharing agreements.

B. Decision-making Procedures
The CHORDS Governance and Executive Committees, Council and Work Groups will follow CHORDS
decision-making procedures. Consensus-based decisions are preferred; however, decision-making
processes will vary depending upon the issue. The chairperson of the Committee, Council or Work Group
will decide, with input from the members, whether to seek consensus or use a voting process and how to
carry out either process.

When a consensus-based approach does not result in a decision, or when voting is preferred, a simple
voting process will be used so activities can move forward. Formal votes require a quorum (more than 50
percent of members). Members may abstain or recuse themselves from any vote. Each member is entitled
to one vote; data partner and data user organizations are limited to one vote based on their designated
role on the Committee, Council or Work Groups. A motion carries when a simple majority (51 percent of
those present) is reached. Votes may be taken verbally or using web-based voting software. Individual
votes may be public or anonymous. All decisions will be documented and include a rationale.

C. Conflict of Interest
The Network relies on its partners’ active participation and input on decisions. Partners may have conflicts
of interest for certain decisions regarding the CHORDS Network. These include a potential for deriving
profit or financial gain.

In the spirit of disclosure and transparency, partners will share any potential conflict during the
deliberation process and recuse themselves from voting on the matter. Disagreement over the presence or
absence of a potential conflict among any partner will be brought to the Executive Committee for a
decision.

D. Policy Enforcement
The Governance Committee is responsible for upholding CHORDS guiding principles and enforcing CHORDS
policies and guidelines. The Governance Committee may delegate certain oversight activities to the
Executive Committee.
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Emphasis will be placed on prevention or early detection of noncompliance with Network policies, with
prompt and confidential communication with data partners or data users who are not following policies or
are at risk of compromising established policies.

. Dispute Resolution

Efforts to resolve disputes between data partners, data users and other members of the CHORDS Network
will begin at the most decentralized level. If resolution is not achieved, the Executive Committee will be
alerted so it can advise and assist in the process. If the dispute still cannot be resolved, the Committee will
make a final decision.

Stakeholder Role in Policy Development and Decision-making
Members of the Advisory Councils are important resources to consider issues or identify concerns.
Members should be included in deliberations wherever possible, as their time and interest allow.

. Projects or Requests for Collaboration
Suggestions for projects or requests for collaboration may arise from multiple sources inside and outside of
the CHORDS Network.

1. Public Health
Public health data users may request data to support regional collaboration between authorized
CHORDS data users and other public health agencies. One public health data user may initiate a
request on behalf of other users. Public health agencies may also request data that will be used by
community partners to inform shared activities. It is up to the public health agencies to decide if the
data being shared and the community partner fit within the mission of CHORDS. If a data request is
made for a request that has not been developed, the requester is required to fill out a Project Intake
Form (available at www.CHORDSNetwork.org). After evaluation of the Project Intake Form by the
Project Development Work Group, each new public health request will be brought to the Governance
Committee. Members will vote on whether to approve the development of new public health requests.

2. Research
Researchers who wish to use CHORDS data should contact the Project Manager for Research (PMR) or

a member of the Research Council. After evaluation by the Research Council, each research request
will be brought to the Governance Committee by the Research Council. Members of the Governance
Committee will vote on all research requests. Each research project needs to comply with research
regulatory requirements such as executing data agreements, obtaining Institutional Review Board (IRB)
approval or non-human subjects research designation, and any other institutional approvals required by
individual data partners. When necessary for grant writing or assessing feasibility of a project,
preparatory to research requests can be completed using CHORDS data after project approval by the
Governance Committee (or Executive Committee if so delegated).

See Appendix J. for more information about how requests for CHORDS data are determined to be research
or public health.

. Participation of Principal Investigators (PIs) and Data Partners in Scientific Proposals and Projects
In order to support research projects using CHORDS, each data partner may identify a Site PI who will
represent his or her site on the Research Council. Each Site PI is responsible for internal site review of


https://www.coloradohealthinstitute.org/sites/default/files/file_attachments/CHORDS_Requests_Appendix_J.pdf

®

CHORDS

potential projects and for final decisions regarding participation in each project. Site PIs for data partners
who decide to participate in a specific research project will work closely with that project’s designated PI.

Each data partner reserves the right to opt in or to opt out of any research project at any time. Reasons
why a data partner decides to opt out should generally be disclosed to the project’s PI or a member of the
Executive Committee.

IV. Data Infrastructure and Governance

Data partners use different information systems and different clinical, administrative, and patient data-access
applications to support the services they offer. Institutional differences in services, configurations, workflows,
operational impact on real-time systems, and codes prevent sharing data directly from existing systems, even
among partners using the same EHR product (for example). Health information exchange in Colorado
facilitates data sharing among some data partners in support of direct patient care but not for public health or
research purposes on a routine basis. Lastly, community data partners provide services and supports that
impact health and health outcomes yet may be collecting and storing data in unique ways and may not
participate in health information exchange.

The approach chosen by CHORDS to resolve these barriers to multi-institutional data sharing is to require that
data partners adhere to a common data model, which provides unambiguous definitions for structuring each
data element and assigning codes to data values.

CHORDS adapted its data model, the Virtual Data Warehouse (VDW), from the Health Care Systems Research
Network (HCSRN) (formerly HMO Research Network). Data governance principles have been adapted for
CHORDS from prior scientific networks including the Patient Outcomes Research to Advance Learning
(PORTAL) Network and the Scalable Partnering Network (SPAN) for Comparative Effectiveness Research.
More recently, the CODI project in CHORDS has expanded the data model to accommodate non-clinical
interventions, alongside medications and procedures captured in EHRs. CHORDS continues to expand the
scope and depth of the CHORDS VDW as described in Section IV.B.

A. Distributed Data Approach

CHORDS uses a distributed data approach in which data partners maintain physical and operational control
over their electronic data. Data partners and data users are responsible for proper stewardship of CHORDS
data in their possession.

Governance principles for distributed data include:

o Data partners retain control over the content and availability of their individual-level and local
organizations’ data.

e Results documents containing protected health information are not shared outside of the CHORDS
Network with data users for public health purposes. Sharing data that are not fully de-identified (data
that are part of a limited data set) for public health purposes, while allowable under the HIPAA Privacy
Rule, would require more detailed data sharing agreements that follow data partner sites’ regulatory
requirements.

e Sharing individual-level records for public health purposes may require further IRB clarification and
institutional approval, as well as appropriate data sharing agreements.

e Each site has the right to opt in or opt out of requests to share data, including counts and/or
individual-level records for research purposes. Researchers must also obtain IRB approval or a non-
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human subject research designation, as well as appropriate data sharing agreements for each
participating site.

e For research studies, researchers must agree that they will limit their use of the data to the purpose(s)
stated in the research plan approved by the Research Council and Governance Committee. They must
also identify a data storage and destruction plan for any data obtained from CHORDS. This plan must
be included in the application submitted for IRB approval. Misuse of CHORDS data will result in 1)
termination of access to CHORDS data, 2) report of misuse to the study’s IRB and 3) any additional
consequences as outlined in study-specific DUAs.

e For research studies, all research personnel who will work with CHORDS datasets must be identified in
the study’s IRB application and must have successfully completed IRB and HIPAA trainings as required
by their home institution.

e Participation in projects requires adequate resources for the work requested.

e Data partners have the right to determine if they will participate in a specific data request.

e Data partners must have a minimum level of participation in CHORDS requests to be considered active
contributors. Data partners who do not maintain active participation in responding to requests will be
evaluated as described in section III.D.

The CHORDS PopMedNet (PMN) application is used to query network data (make a “request”) that meet
specified clinical or demographic criteria. Results come from data partners who supply data from their
institutional databases stored in their local instances of the CHORDS VDW (format described below). Each
data partner establishes its internal processes for determining whether the Data Mart Client (DMC)
Administrator executes the request on the local CHORDS VDW instance and whether to release the data back
to the requestor.

A CHORDS Data Mart consists of: (a) a database of the data partner’s clinical information that has been
transformed and loaded into the CHORDS VDW (see Section IV.B), and (b) a user interface, the DMC program,
used by the data partner’s DMC Administrator for gatekeeping decisions.

CORHIO - which hosts CHORDS’ PMN Portal application — is responsible for providing a secure environment for
this instance. Any significant changes to CHORDS' PMN application will run through CORHIO’s existing change

management processes. Minor changes and updates will be handled directly between CORHIO and developers
at ACCORDS.

B. CHORDS Virtual Data Warehouse

Each participating CHORDS health data partner institution will populate a Data Mart that can be queried
according to governance specifications. The structure and content of each Data Mart is based on the CHORDS
VDW.

The full scope of the CHORDS VDW is explained in the CHORDS VDW Data Model Manual (available upon
request). At the core of the CHORDS VDW are standardized tables and definitions. A data dictionary specifies
the common format for each table and metadata about its data elements, e.g., variable name, variable label,
code values. Health data partner and/or technical partner programmers have mapped and transformed data
elements from local EHR or data collection systems to the common CHORDS VDW standards.

All tables in a data partner’s Data Mart are linked by a locally-generated, anonymized CHORDS PERSON_ID.
No direct identifiers of individuals can be returned in a request that is distributed to a public health data user.
The crosswalk between a data partner’s patient/client and randomly generated identifier is never shared.
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The same principles apply to the CORHIO-assigned identifier which is used to create de-duplicated aggregate
datasets and to merge across sites for longitudinal analysis when approved. The identifier is not released to
public health users. Approved studies may require crosswalks between the identifier and the anonymized
individual identifier, but those crosswalks are never shared.

Governance principles regarding CHORDS common data model include:

e The Governance Committee, with support from the Data Work Group, will identify and prioritize
changes to the CHORDS VDW that will be implemented on an annual basis.

e Data partners will implement all tables and attributes identified in the data dictionary and populate with
data as many as are feasible.

e Data partners will implement CHORDS VDW changes to the best of their ability, balancing time and
budget constraints.

e Data partners are responsible for maintaining and updating data extracts with data refreshes at least
quarterly.

e Data partners, with support from the Data Work Group, are responsible for data QA and resolution of
data quality issues.

C. Data Requests and Data Exchange

CHORDS data requests and data exchange are managed by the PMN application, a software which is used by
multiple national networks such as the Federal Drug Administration Mini-Sentinel Initiative and the Patient-
Centered Outcomes Research Institute (PCORI)-funded Patient Centered Outcomes for Research Network
(PCORnet). PMN provides security, authentication and auditing required to ensure that only approved data
requests are made. All CHORDS data partners will install the PMN DMC for responding to requests.

The CHORDS network consists of a single query portal for making federated queries that is connected to
multiple Data Marts through a PMN client installed at each data partner for responding to federated queries.
The CHORDS VDW query portal, hosted at CORHIO, includes an authorization and authentication (unique
logon and password for users) infrastructure and is maintained by the Network Operations Work Group.
Authorized data users may access the query portal to pose queries to the network and retrieve results.

Governance principles for all CHORDS data queries and data exchange include:

¢ All data requests must identify the requesting organization, responsible individual and contact
information and intended use(s).

e Data partners will identify a contact (if separate from the DMC Administrator, see Appendix E.) who is
responsible for ensuring timely approval and execution of requests.

e Approving, executing and releasing data should be completed within two weeks of receiving a request.
Data users may contact data partners to request an expedited process, if necessary.

e Data partners will store the CORHIO-assigned identifiers in their CHORDS VDWs and share those in
response to a public health or approved research request that requires de-duplication or linkage of
individuals’ records. The identifier may not be shared in any other way nor may it be used for any other
internal or external purpose.

e Data partners may decline to respond to requests or decline to release request results upon query
execution.

Data partners will review requests prior to execution.

e Data partners will review results prior to release.
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e Data queries and exchange will adhere to the CHORDS policy of not releasing to the public aggregated
cell sizes less than or equal to 10.

Some principles governing data requests and data exchange vary based on the data user.

1. Public Health

Data requests will never include identifiable individual or site/data partner identifiers.

When request results have been de-duplicated across sites, data users will receive only final,
aggregated results and will not have access to any intermediate information related to the
CORHIO-assigned identifier.

Data requests will be sent to all data partners, who may choose to run them.

Data users should limit the frequency of their requests to minimize the burden placed on
CHORDS data partners. If necessary, CHORDS Project Managers for Research and/or Public
Health will establish a suggested maximum frequency or limit requests.

Aggregate results must be stored in a secure manner and may be retained as long as needed.
Query metadata (e.g. date of data request, filter settings, nhumber of responses received,
number of sites declining request, etc.) will not be separated from query results.

Data users will adhere to recommendations about insufficient data. While included in the
aggregate results (if >10), cells not meeting sufficient data criteria should not be used
externally.

Designated data users at LPHAs are responsible for ensuring that other LPHA staff use CHORDS
results responsibly and accurately.

2. Researchers

Data requests and data exchange may include protected health information (PHI). Any use of
PHI for research must be approved by Colorado Multiple Institutional Review Board (COMIRB)
or other IRB and agreed to by all participating sites by these sites entering into the appropriate
data sharing agreement. Data requests and data exchange will never include site/data partner
identifiers unless explicitly requested by the researcher, agreed to by data partners and
stipulated in the data sharing agreement.

Data requests will be sent only to data partners who have agreed to participate in a given
study.

All CHORDS results must be stored in a secure manner. Data storage and data destruction plans
must be provided by the researcher and receive IRB and CHORDS approval.

When sharing results, query metadata will not be separated from query results.

For studies using aggregated data, researchers will adhere to recommendations about
insufficient data. While included in the aggregate results, cells not meeting sufficient data
criteria should not be used externally.

Researchers are responsible for ensuring that all dissemination of research using CHORDS data
is done responsibly, accurately and with appropriate attribution and acknowledgement.

For research studies, researchers must agree that they will limit their use of the data to the
purpose(s) stated in the research plan approved by the Governance Committee. Researchers
also agree to not re-distribute data to individuals not listed as study personnel in their IRB
applications. See the Governance Principles section above for additional details on
consequences of data misuse. Any amendments to the use of the data will be reviewed by the
Governance Committee and must be approved prior to implementation.

Research requests that seek to use the CHORDS identifier in their studies must be approved by
the CHORDS network including CORHIO. The CHORDS identifier assigned by CORHIO (using
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clear text exchange with that entity) is specific to CHORDS. Although derived using the same
tools and software, it is different than any CORHIO identifier used for other state-wide identity
management activities.

e In addition to the primary approach used in CHORDS (the CORHIO-assigned identifier), there
are a number of other techniques for assigning unique identifiers to individuals represented in
multiple systems that researchers may opt to utilize. Researchers may be required to use non-
clear text linkage techniques. A particular category of techniques, known as Privacy Preserving
Record Linkage (PPRL), has advantages for academic research in some instances. PPRL reduces
the amount of identifiable information shared outside of an organization’s firewall, with a
potential for decreased matching accuracy due to less comprehensive PHI used for matching.
Other identifiers may be generated for research requests using PPRL (or other) techniques,
once approved by the CHORDS network, participating data partners and an IRB, as applicable.

e Approved research may use study-specific identifiers that are not PHI. ACCORDS at the
University of Colorado will maintain these cross-walks.

D. Ensuring Data Consistency and Quality

CHORDS relies on consistent, quality data to produce valid, reliable information. Data partners agree to ensure
the quality of CHORDS VDW data and the accuracy of the Extract, Transform, and Load (ETL) program that
extracts data from source systems, transforms data to conform to the CHORDS VDW specifications, and loads
data into the partner’'s CHORDS VDW data mart.

Governance principles regarding data consistency and quality include:

e Data QA and improvement is a shared responsibility. The data partner has the lead role, supported by
the Data Work Group. The data partner will take primary responsibility for executing data QA programs
and for investigating data quality issues that are detected at the site and network levels. The Data
Work Group develops and shares data quality tools within the PMN client.

e Each data partner is responsible for refreshing data on at least a quarterly basis and for staying aligned
with CHORDS updates as time and resources allow.

e Each data partner is responsible for completing site-specific QA checks after each data refresh or
change to the CHORDS VDW.

¢ When a significant data quality issue is discovered, the data partner will take the lead in informing the
Data Work Group, identifying the source and developing solutions.

E. Data Access
Access to data exchange software through CHORDS is limited to specific roles in PMN™. These roles are
described in Appendix E.

Requesting data access for public health purposes involves the following steps:

e The public health director, or designee, works with the CHI or current governance convener to execute
data use agreements with data partners as needed.

e Upon executing data use agreements, the public health director, or designee, identifies a staff member
to serve as the agency’s authorized CHORDS user. The director, or designee, includes the data users’
contact information in a signed CHORDS User Access Form (see Appendix C), which is sent to the
chairs of the Network Operations Work Group for verification and to create a PMN account for the
public health data user.

e The public health data user works with the Network Operations Work Group to set up a PMN tutorial
and to review CHORDS policies and guidelines.
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e Public health data users may submit requests after data use agreements and User Access Forms are
signed and necessary training is received. Data users may only use CHORDS data for purposes that
align with public health purposes outlined in the data use agreements.

Requesting data access for research purposes involves the following steps:

e The research Principal Investigator (PI) contacts the Project Manager for Research (PMR) or another
member of the Research Council with a proposed research question. The research PI completes the
CHORDS Project Intake form.

e The PMR and the Research Council will perform an initial assessment of the request based on fit,
feasibility, and funding opportunities. The PMR will contact community data partners regarding their
interest in participating for requests involving these data.

o If the Research Council supports the project moving forward, the project will be brought to the
Governance Committee for review and final approval. Approval is required for all requests before any
prep-to-research (PTR) or other data requests are initiated.

e After Governance Committee approval, PTR data requests may be completed.

e The PI will apply for IRB approval/non-human subject research designation.

e The PMR will work with data partners to identify which sites will participate in a given project,
depending upon applicable data sharing agreements. The PI will work with the Governance Committee
and data partners to execute the necessary data agreements.

e The PI will complete the required CHORDS access forms and tutorials (see above under public health).

e PIs initiate queries, or works in partnership with a CHORDS developer, when data use agreements are
signed, after receiving necessary training, and in partnership with the PMR or a representative of the
Research Council.

e Researchers must limit their use of the data to the purpose(s) stated in the research plan approved by
the Governance Committee.

CHORDS strives to identify viable, feasible projects before submitting any data requests to our data
partners. Several stages of screening may be required in selecting appropriate and feasible research
projects.

Note on Preparatory to Research (PTR) data requests:

Preparatory to research (PTR) queries of CHORDS do not require IRB review, although individual
institutions may require other forms of pre-review. HIPAA requirements that govern the access to PHI for
PTR activities are operationalized at the institutional level. As with any data request, data partners may
choose to opt out of any PTR request.

In the case of a CHORDS PTR query where simple counts are returned to the requestor, no PHI is shared.
The Governance Committee views it as consistent with HIPAA to not require any specific action for PTR
queries. Researchers interested in executing a PTR query may contact the PMR or Research Council.

If a data partner’s local institution requires a different process for PTR queries, the researcher must work
with that data partner and the PMR in order to ensure that the site’s needs are met before completing a
PTR request. Please note that the Data Mart Administrator has the opportunity to review every request
prior to executing it and sharing results.

Research requests must be vetted by the PMR, the Research Council, and approved by the Committee
before any PTR data requests are completed.
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F. Data Use Limitations

Data partners may use their own source data stored in the CHORDS VDW for other purposes, including
research, as long as they comply with applicable state and federal laws and regulations, including HIPAA and
the Common Rule, and undergo local review processes.

Data users may only use data obtained from CHORDS for purposes identified in the data use agreements. This
includes any CHORDS identifiers, including the CORHIO-assigned identifier (see below) or those created
through PPRL. Data may not be reused, disclosed, altered, or sold for any purposes other than those defined
in the agreements.

Note on Creating De-Duplicated Public Health Estimates

The CHORDS Network developed a two-step process that securely removes duplicate individuals from
distributed public health queries’ prevalence estimates while maintaining its commitment to exchanging
the minimum data necessary.

Data partners work with CORHIO to assign identifiers to their patients/clients by exchanging record-
level data outside the CHORDS infrastructure through a secure file transfer protocol (SFTP) site.

Data partners may only use the identifier that is provided by CORHIO and stored in the CHORDS VDW
to facilitate the creation of de-duplicated, public health estimates for the CHORDS Network. Any other
use of the CORHIO-assigned identifier, including CHORDS-related research, must receive prior approval
by the CHORDS network that includes CORHIO.

See Appendix F for more information.

V. Security, Privacy and Confidentiality

All CHORDS Network members are charged with responsible stewardship of data by maintaining, and
strengthening when possible, their privacy and confidentiality. The CHORDS Network believes that the
protection of privacy, confidentiality, and data security is essential to the existence and success of public
health monitoring and research.

The HIPAA Privacy and Security Rules establish minimum federal standards for protecting privacy and
maintaining confidentiality of PHI. In the context of CHORDS these responsibilities begin with the data partner
organizations and extend, through formalized relationships based on federal law, between the data users,
Executive Committee, Advisory Council and Work Groups.

The IRB of record for CHORDS is COMIRB and any additional IRBs as appropriate for the data partner
organizations. COMIRB has reviewed the CHORDS infrastructure and declared its public health uses not
human subject research.

COMIRB has also approved the CHORDS infrastructure for research uses. Each research study using CHORDS
must apply for its own IRB approval (e.g., describing study’s procedures, data handling, and intended use of
the data) which may reference CHORDS' prior review by COMIRB.

If CHORDS data are released, shared, and/or accessed in a way that is inconsistent with processes approved
by the IRB of record, collaborating IRBs and executed data use agreements, the procedures in Appendix G.,
Data Incident Response Plan, will be followed. These procedures include timely and transparent

communication regarding the disclosure with the data partners and the Governance Committee. CHORDS staff
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will also communicate any data incidents to the appropriate HIPAA officials at the University of Colorado
Anschutz Medical Campus and collaborating organizations in accordance with University policy. CHORDS staff
and the Committee will cooperate with and assist the University’s HIPAA Compliance officers in their Incident
Response and Reporting Process.

A. Security
Privacy and confidentiality of electronic data depend on control over access. Secure access consists of
deterring unwanted access and authorizing only specific types of access to authenticated individuals.

Security functionality depends on PMN, which securely protects data for several national and federally funded
efforts. PMN design provides secure, compliant, auditable data transfer.

Public health users must complete the CHORDS onboarding process. This includes identifying users. (In the
early stages of CHORDS expansion, each public health agency will have one approved user. The number of
approved data users per site may change in the future.)

Researchers must also complete the CHORDS onboarding process. This includes identifying all study personnel
who will work with CHORDS data and specifying those that will log into CHORDS to request and access
datasets.

All users must complete a User Access Form before receiving account approval. Users must also complete
CHORDS/PMN training.

B. Privacy & Confidentiality

The Privacy Rule permits assigning a code or other identification to a patient’s health information that protects
the person’s identity. Data partners and data users may not use or disclose the code and may not disclose its
method of identifying the information.

The Security Rule addresses the technical and non-technical safeguards that organizations must have to
protect the privacy of individuals’ PHI.

CHORDS takes a number of steps to limit risks to privacy.

e The only data to be released based on a public health query request must meet small-cell guidelines
(cells containing 10 or fewer individuals are masked).

e Data are shared in aggregate or as a limited dataset to remove identifying information such as patient
names, addresses and phone numbers.

e The CORHIO-assigned identifier stored in data partners’ CHORDS VDWs is not, and does not contain,
PHI. CORHIO will maintain a cross-walk in its environment between the unique identifier that is PHI
and the identifier that is provided to data partners.

e For research requiring access to patient-level data, only limited dataset information is available and will
only be shared when the required IRB approval(s) and data sharing agreement(s) are in place.
Attempts to re-identify patients are not permitted and will be treated as incidents requiring
investigation with the Data Incident Response Plan previously described.

e CHORDS offers PPRL for linking data across multiple sites. PPRL reduces the amount of identifiable
information shared outside of an organization’s firewall.

e Access to CHORDS is permitted only to users who have permission from the Governance Committee to
access the data network and have signed data agreements. Each time a user accesses the network,
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he/she must identify themselves through user authentication (providing a username and password),
and a record of access is kept.

e CHORDS has written documentation of its HIPAA compliance policies and procedures to ensure proper
use and storage of data by all users.

e Data are never attributed to a site nor are data from one partner site compared with data from another
unless sites have provided written consent and approval.

VI. Publication and Presentations Guidelines

Each CHORDS data partner has complete control over the use and confidentiality of its data. By providing data
for public health uses, data partners are agreeing for their data to be used publicly, in accordance with data
agreements and CHORDS principles and guidelines.

A presentation or publication (whether in popular press or an academic journal) including CHORDS data from
multiple CHORDS data partners will generally have at least one co-author or acknowledged contributor from
each site. Co-authorship implies that the data partner is responsible for the quality and integrity of its data and
working with users on its interpretation and meets the requirements of co-authorship per International
Committee of Medical Journal Editors (ICMJE) guidelines:
http://www.icmje.org/recommendations/browse/roles-and-responsibilities/defining-the-role-of-authors-and-
contributors.html. Contributors review and provide feedback on manuscript drafts, but may be less involved in
the planning, execution and analysis of the research project and/or data.

Review and Comment by Co-Authors and Contributors:

An author must submit a draft manuscript, abstract or presentation (online or in-person) based on CHORDS
data to each data partner supplying data for the study (or a designated committee) for review and comment.
Each data partner (or the designated body) will review the manuscript within 30 days or less. CHORDS Project
Managers for Research or Public Health must also review these drafts before submission or publication to
ensure CHORDS is referenced accurately. Authors are responsible for allowing sufficient and reasonable time
for review by all parties.

Blinding Source of Data in Publications and External Communications:

Joint Studies: A publication or other external communication resulting from a joint research study may not
include identifying information of participating data partners without the permission of that site. Such
publications or other external communications do not need to be presented in aggregated form, but a data
partner may object to the presentation of the non-aggregated information if the data partner believes the
information could be used to identify the site.

Single-Member Studies: Except as related to joint studies as specified above, a publication or other external
communication related to use of data may not include the name, location and other geographic data, ranking,
or confidential information of a site, without consent of that site.

Acknowledgments: Each data partner and data user agree to acknowledge CHORDS and use of CHORDS data
in any work based in whole or part on any data received through CHORDS, and to acknowledge the
organizations that provided funding for CHORDS. CHORDS project managers can provide appropriate citation
information. An author takes full and final responsibility for his or her analysis of CHORDS data and the
presentation of any analyses or conclusions in any publication or presentation.

VII. Research Conflicts of Interest
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Project data will only be accessible to CHORDS investigators and approved nonaffiliated investigators whose
home institutions maintain and enforce Conflict of Interest (COI) policies for staff investigators. These policies
must address employees and their immediate family members. For research activities, investigators must also
comply with COMIRB’s COI policies.

CHORDS relies on the investigator’s home institution to maintain an appropriate written, enforced policy on
COI that complies with Federal Regulation 42 CFR 50 Subpart F: Responsibility of Applicants for Promoting
Obijectivity in Research for Which PHS Funding Is Sought. Participating institutions are expected to have COI
policies that meet these minimum standards. It is expected that CHORDS investigators and approved non-
affiliated investigators who have access to project data, abide by the policies of their home institution. These
must include, at a minimum:

e Processes to determine COI;

e Requirements to disclose financial interests (including those of immediate family members) that might
pose COI or perceived COI;

e Requirements to disclose COI that might affect the research process or study participants, including
situations in which the investigator may have a real or perceived undue influence over the research
process;

e Remedies to manage, reduce or eliminate the COI or the appearance of COI

e Enforcement mechanisms that impose sanctions when appropriate.

VIII. Scientific Misconduct

The CHORDS Governance Committee must be informed of any scientific misconduct by the site PI from which
the misconduct originated. These instances are expected to be addressed by the investigator’s home
institution and issues and resolution communicated to the Governance Committee and data partners. The
Governance Committee may decide to take action based on the reported scientific misconduct activity.

IX. Glossary

e Adapter — a group of pre-defined structured data requests on a specific topic. For example, CHORDS has
a Mental Health adapter that contains diagnosis-specific requests (e.g., depression, schizophrenia or
anxiety).

e CHORDS Portal — the web application component of the PopMedNet system. There is one CHORDS
Portal, hosted by the Adult and Child Consortium for Health Outcomes Research and Delivery Science.
Investigators log in to the CHORDS Portal to submit their data queries. The Data Mart Client at each site
accesses these requests and returns data to the Portal. The Portal aggregates data across sites;
investigators log in to the Portal to access their result files.

o Data Governance - strategies that define the structure, format and purpose for collecting data.

e Data Mart Client (DMC) — the software application component of PopMedNet that is installed by each
data partner. The DMC connects the site’s CHORDS VDW to the CHORDS network. The DMC polls the
central CHORDS Portal for any waiting requests and is used to execute those requests against the site’s
Virtual Data Warehouse. The DMC is then used to return results to the central CHORDS Portal for
aggregation and sharing with the data user.
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Data Partner — A health or community provider that establishes a connection between a virtual data
warehouse and the CHORDS network using PopMedNet either directly or in collaboration with a Technical
Partner.

Data Standard* — a predetermined set of structural and semantic data requirements for each CHORDS
Virtual Data Warehouse.

Data Stewardship — using data accessed through CHORDS according to the established governance
plan.

Data Use Agreement (DUA) — a contract concerning the transfer of non-public data. A DUA outlines the
terms and conditions of the data transfer, including limitations on its use and required procedures for
keeping data secure.

De-identified Data Set** — data that have been stripped of all protected health information identifiers.
De-identified data sets are not considered protected health information. According to the Health Insurance
Portability and Accountability Act (HIPAA), covered entities may use or disclose health information that is
de-identified without restriction under the Privacy Rule. Covered entities seeking to release this health
information must determine that the information has been de-identified using either statistical verification
of de-identification or by removing certain pieces of information from each record as specified in the Rule.
The Privacy Rule allows a covered entity to de-identify data by removing all 18 elements (see below) that
could be used to identify the individual or the individual's relatives, employers or household members. The
covered entity also must have no actual knowledge that the remaining information could be used alone or
in combination with other information to identify the individual who is the subject of the information.

Under this method, the identifiers that must be removed are the following:
1. Names.
2. All geographic subdivisions smaller than a state, including street address, city, county, precinct,
ZIP Code, and their equivalent geographical codes, except for the initial three digits of a ZIP
Code if, according to the current publicly available data from the Bureau of the Census:
a. The geographic unit formed by combining all ZIP Codes with the same three initial digits
contains more than 20,000 people.
b. The initial three digits of a ZIP Code for all such geographic units containing 20,000 or
fewer people are changed to 000.

3. All elements of dates (except year) for dates directly related to an individual, including birth
date, admission date, discharge date, date of death; and all ages over 89 and all elements of
dates (including year) indicative of such age, except that such ages and elements may be
aggregated into a single category of age 90 or older.

Telephone numbers.

Facsimile numbers.

Electronic mail addresses.

Social security numbers.

Medical record numbers.

Health plan beneficiary numbers.

0N U A
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10. Account numbers.

11. Certificate/license numbers.

12. Vehicle identifiers and serial numbers, including license plate humbers.

13. Device identifiers and serial numbers.

14. Web universal resource locators (URLS).

15. Internet protocol (IP) address numbers.

16. Biometric identifiers, including fingerprints and voiceprints.

17. Full-face photographic images and any comparable images.

18. Any other unique identifying number, characteristic or code, unless otherwise permitted by the
Privacy Rule for reidentification.

o Identifier — a person-specific identifier for the CHORDS Network that is consistent across multiple data
partners

e Limited Data Set (LDS)** — protected health information that excludes certain direct patient identifiers.
According to the HIPAA Privacy Rule, an LDS may be used for research, public health, or health care
operations when the data set recipient enters into DUA with the site (data owner) providing the data set.

An LDS can include dates, limited geographic information and a link field
(e.g., an encrypted identifier), such as:
e Dates (e.g., admission, discharge and service dates; dates of birth and death) and ages of
research participants;
e Certain general geographic information, including five or nine-digit zip codes and state,
county, city and precinct; and
e Links which may be used to identify individuals when the researcher maintains and holds
confidential the key required for reidentification.

An LDS must exclude all other protected health information identifiers, such as:
e Names and street or postal addresses;
e Telephone and fax numbers;
e E-mail and Internet Protocol (IP) addresses and web Universal Resource Locators (URL);
e Social Security, medical record, health plan beneficiary and other account numbers;
e Certificate and license numbers;
¢ Vehicle identifiers and serial numbers, including license plate numbers;
e Device identifiers and serial numbers;
e Biometric identifiers, including finger and voice prints; and
e Full-face photos and any other comparable images.

e Process Standard* - format, language and content of queries, data models and processes that affect
CHORDS operations.

¢ Protected Health Information (PHI) - individually identifiable health information.
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e Request — a pre-defined structured data request that falls under an adapter on a specific topic. For
example, a diagnosed depression request would fall under the Mental Health adapter.

¢ Technical Partner - organizations that provide services to catalog, curate, manage or improve data from
data partners.

e Virtual Data Warehouse (VDW) — a database containing data extracted directly from a local electronic
health record that is reconfigured using standard variable names and values. Each CHORDS data
contributor establishes its own VDW, allowing CHORDS to produce comparable data that can be easily
merged across sites in order to conduct public health monitoring and other research.

*Definitions for these terms are drawn from Holmes JH, Elliott TE, Brown JS, et al. 7 Am Med Inform Assoc.
2014; 21:730-736.

**Definitions for these terms are from the Governance of the Patient Outcomes Research to Advance Learning
(PORTAL) Network, Version 3 November 2015. Authors: Steiner JF, Nelson AF, Paolino AR, McGlynn E.

XII. Appendix (documents available for download at www.CHORDSNetwork.org)
CHORDS Network Structure

CHORDS Data Use Agreement Template

CHORDS User Access Form

Work Group and Council Charters

CHORDS Roles and Settings

CHORDS Identity Management

Data Incident and Response Plan

Memorandum of Understanding Template
CODI@CHORDS Master Data Sharing and Use Agreement
CHORDS Request Flow Chart
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